


Minutes of the Fairfax County Consumer Protection Commission 
 

February 21, 2023                           7:30 PM  
       Government Center 
       12000 Government Center Parkway 
       Fairfax, VA 22035 

Vice Chairperson Gulakowski, presiding 
 

Attendance: Commissioners: Belkowitz, Gulakowski, 
Freedenthal, Hargraves, Kirk, Kharat, Kratovil, 
Roark, Rosier, Springer, Svab 

 

Absent: Commissioner: �2�¶�6�D�Y�L�R 
 
Staff:       Rebecca L. Makely, Director 
           Cable and Consumer Services 
       Susan C. Jones, Consumer Specialist III 
           Consumer Affairs Branch  
 
Guest Speakers:     Allison Homer, Planner IV 

   Office of Environmental and Energy Coordination 
Maya Dhavale, Senior Community Specialist 
   Office of Environmental and Energy Coordination 
 

The meeting was called to order at 7:30 PM by Vice Chairperson Gulakowski.  
 

Minutes 
 

Commissioner Springer made the motion to accept the minutes. Commissioner Freedenthal 
seconded the motion. The minutes for the January 17, 2023, meetings were approved 
unanimously, 9-0-0. 
 

Report of the Chairperson 
 

Vice Chairperson �*�X�O�D�N�R�Z�V�N�L���U�H�F�R�J�Q�L�]�H�G���I�R�U�P�H�U���&�K�D�L�U�S�H�U�V�R�Q���)�H�H�¶�V���G�H�G�L�F�D�W�L�R�Q���D�Q�G���V�H�U�Y�L�F�H���W�R���W�K�H��
Consumer Protection Commission and Trespass Towing Advisory Board.  
 

Vice Chairperson Gulakowski attended a second virtual meeting of the Howard County 
Consumer Affairs Advisory Board.  
 

Vice Chairperson Gulakowski requested Commissioners respond to staff emails on attendance so 
a quorum can be determined.  
 

Report of the Director 
 
Director Makely stated the County Executive presented the FY 2024 Advertised Budget today. 
The BOS will host budget town meetings throughout the County. Budget hearings will be held in 
April along with a joint meeting with Fairfax County Public School Board.  The budget will be 
approved May 9, 2023.   







 



Consumer Protection Commission                                          
2023 Planning Calendar                                 

March 21, 2023

January 17 �y
�y

February 21 �y Resilient Fairfax and CECAP Presentation
�y Election of Officers
�y 2023 Items of Interest

March 21 �y Authorization to Advertise Public Hearing

April 18 �y Public Hearing on Proposed Amendments to Fairfax County Code Section 28.1

May 16 �y 2023 Taxicab Biennial Determination Report

June 20 �y Virginia Senior Medicare Patrol Presentation by Commissioner Freedenthal

July 18 �y FY 2023 Annual Report

August 15 �y

September 19 �y Electrification/EV Charging Presentation 

October 17 �y

November 21 �y

December 19 �y

Nomination of Officers

Chapter 28.1
2023 Meeting Calendar



 



 



DATE EVENT LOCATION # of Guests Event Time Staff

3/6/2023 Virginia Department of Treausry 101 North 14th Street 15 10:00 a.m. - 4:00 p.m. SCJ

Unclaimed Property (Virtual) Richmond, VA 

3/7/2023 Funeral Planning (Zoom) Brain Injury Services 10 10:00 a.m. - 11:00 a.m. LY

8136 Old Keene Mill Road CH

Springfield, VA

3/9/2023 Consumer Affairs Booth Fairfax County Government Center 28 8:00 a.m. - 12:30 p.m. All

Fairfax, VA Staff

3/9/2023 Consumer Affairs Day Fairfax County Board Auditorium 11 9:00 a.m. - 9:30 a.m. RLM

Welcome and Consumer Affairs 101 Fairfax, VA SCJ

3/9/2023 Tenant and Landlord Rights Fairfax County Board Auditorium 11 9:30 a.m. - 10:15 a.m. MP

and Responsibilities Fairfax, VA SW

3/9/2023 Funeral Planning Fairfax County Board Auditorium 13 10:30 a.m. - 11:15 p.m. LY

Fairfax, VA CH

3/9/2023 Scams Fairfax County Board Auditorium 15 11:15 a.m. - 12:00 p.m. PB

Fairfax, VA AB

3/9/2023 Scams McLean Police Station 22 7:00 p.m. - 8:00 p.m. PB

1437 Balls Hill Road AB

McLean, VA

3/10/2023 7th Slam the Scam Greenspring 80 11:00 a.m. - 2:00 p.m. SCJ

Fraud Prevention & Awareness Expo 7430 Spring Village Drive SW

Springfield, VA

3/20/2023 Consumer Knowledge Annandale High School 8:00 a.m. - 4:00 p.m. MP

4700 Medford Drive LY

Annandale, VA

3/21/2023 Consumer Knowledge Annandale High School 8:00 a.m. - 4:00 p.m. MP

4700 Medford Drive CH

Annandale, VA

3/21/2023 Scams South County Church 12:30 p.m. - 1:30 p.m. AB

7880 Backlick Road

Springfield, VA

Outreach Event Calendar

March 2023



DATE EVENT LOCATION # of Guests Event Time Staff

4/1/2023 Northern Virginia Dominion High School 10:00 a.m. - 3:00 p.m. MP

Housing Expo 21326 Augusta Drive

Sterling, VA 

4/11/2023 Spring Off-Campus George Mason University 11:00 a.m. -3:00 p.m. MP

Housing Fair 450 Rivanna River Way LY

Fairfax, VA

4/11/2023 Scam Presentation ExxonMobile Potomic 12:00 p.m. - 1:00 p.m. PB

Annuitants Club AB

4/17/2023 Consumer Knowledge West Potomac High School 8:00 a.m. - 4:00 p.m. MP

6500 Quander Road CH

Alexandria, VA

4/18/2023 Consumer Knowledge West Potomac High School 8:00 a.m. - 4:00 p.m. MP

6500 Quander Road LY

Alexandria, VA

4/20/2023 Consumer Connection Fairfax County 11:00 a.m. - 11:15 a.m. SCJ

Consumer Affairs Facebook

4/29/2023 Scam Jam 2023 George Mason University 9:00 a.m. - 12:00 p.m. SCJ

450 Rivanna River Way

Fairfax, VA 

Outreach Event Calendar

April 2023



 



Chick-fil-A confirms accounts hacked in months-

long "automated" attack 

By  
Lawrence Abrams 
March 2, 2023 
04:00 PM 

 

American fast food chain Chick-fil-A has confirmed that over 71,000 

customers' accounts were breached in a months-long credential stuffing 

attack, allowing threat actors to use stored rewards balances and access 

personal information. 

In January, BleepingComputer reported that Chick-fil-A had begun 

investigating what it described as "suspicious activity" on customers' accounts. 

https://www.bleepingcomputer.com/author/lawrence-abrams/
https://www.bleepingcomputer.com/news/security/chick-fil-a-investigates-reports-of-hacked-customer-accounts/


Chick-fil-A alert on website 

At the time, Chick-fil-A set up a support page with information on what 

customers should do if they detect suspicious activity on their accounts. 

This warning came after BleepingComputer emailed Chick-fil-A before 

Christmas about reports of Chick-fil-A user accounts being stolen in 

credential-stuffing attacks and sold online. 

These accounts were sold for prices ranging from $2 to $200, depending on 

the rewards account balance and linked payment methods. 

One Telegram channel seen by BleepingComputer showed people purchasing 

these accounts and then sharing pictures of their purchases made through 

these accounts. 



Chick-fil-A accounts for sale 
Source: BleepingComputer 

Chick-fil-A confirms credential stuffing attack 

Today, Chick-fil-A confirmed our reporting in a security notice submitted to 

multiple Attorney General offices, stating that they suffered a credential 

stuffing attack between December 18th, 2022, and February 12th, 2023. This 

sustained attack allowed the threat actors to hack a total of 71,473 Chick-fil-A 

accounts. 



"Following a careful investigation, we determined that unauthorized parties 

launched an automated attack against our website and mobile application 

between December 18, 2022 and February 12, 2023 using account credentials 

(e.g., email addresses and passwords) obtained from a third-party source. 

Based on our investigation, we determined on February 12, 2023 that the 

unauthorized parties subsequently accessed information in your Chick-fil-A 

One account." - Chick-fil-A notification. 

The fast food chain is warning impacted customers that threat actors who 

accessed their account would have also had access to their personal 

information, including their name, email address, Chick-fil-A One 

membership number and mobile pay number, QR code, masked credit/debit 

card number, and the amount of Chick-fil-A credit (e.g., e-gift card balance) 

on your account (if any). 

For some customers, the information may have included birthdays, phone 

numbers, physical addresses, and the last four digits of credit cards. 

In response to the attack, Chick-fil-A forced customers to reset passwords, 

froze funds loaded into accounts, and removed any stored payment 

information from accounts. 

Chick-fil-A also states that they restored Chick-fil-A One account balances and 

added rewards to impacted accounts as a way of apologizing. 

As the accounts were breached using credentials exposed in other data 

breaches, impacted users must change their passwords at all sites they 

frequent, especially if they use the same Chick-fil-A password. 

When resetting passwords, use a unique password for each site and store them 

in a password manager, like Bitwarden, so that they can be easily managed. 

While there is no evidence that personal information was abused, impacted 

customers should also be on the lookout for potentially targeted phishing 

emails utilizing this information. 

 

https://oag.ca.gov/system/files/2023-03-02%20-%20CFA%20-%20Individual%20Notification%20Template.pdf


LastPass Hack: Engineer's Failure to Update 

Plex Software Led to Massive Data Breach 

Mar 07, 2023 Ravie LakshmananPassword Security / Software Update 

 

The massive breach at LastPass was the result of one of its engineers failing to update 
Plex on their home computer, in what's a sobering reminder of the dangers of failing to 
keep software up-to-date. 

The embattled password management service last week revealed how unidentified 
actors leveraged information stolen from an earlier incident that took place prior to 
August 12, 2022, along with details "available from a third-party data breach and a 
vulnerability in a third-party media software package to launch a coordinated second 
attack" between August and October 2022. 

The intrusion ultimately enabled the adversary to steal partially encrypted password 
vault data and customer information. 

The second attack specifically singled out one of the four DevOps engineers, targeting 
their home computer with a keylogger malware to obtain the credentials and breach the 
cloud storage environment. 

https://thehackernews.com/2023/03/lastpass-hack-engineers-failure-to.html
https://thehackernews.com/2023/03/lastpass-hack-engineers-failure-to.html
https://thehackernews.com/2023/02/lastpass-reveals-second-attack.html
https://thehackernews.com/new-images/img/b/R29vZ2xl/AVvXsEi5VCcpmvJKsmmUqVVkHFRMAVeYByTrCUJlQV5Krh-M1rTPLSH1Plh1nLTfURJa1tqh0jlsJSVU9lkKVECedQYO8QUgoT7YaOo5PrvWu6yFqzLRtbJBTaiyxI6GgVbhP3Wnix4MfrHl3PudMUzABTb1WLdso0Zu17DLF4h2uSPGuk0LcD3r5x8XV1dv/s728-e365/lastpass.png


This, in turn, is said to have been made possible by exploiting a nearly three-year-old 
now-patched flaw in Plex to achieve code execution on the engineer's computer, the 
streaming media service told The Hacker News in a statement. 

The vulnerability in question is CVE-2020-5741 (CVSS score: 7.2), a deserialization flaw 
impacting Plex Media Server on Windows that allows a remote, authenticated attacker 
to execute arbitrary Python code in the context of the current operating system user. 

 
 
"This issue allowed an attacker with access to the server administrator's Plex account 
to upload a malicious file via the Camera Upload feature and have the media server 
execute it," Plex said in an advisory released at the time. 
 
The shortcoming, which was discovered and reported to Plex by Tenable in March 2020, 
was addressed by Plex in version 1.19.3.2764 released on May 7, 2020. The current 
version of Plex Media Server is 1.31.1.6733. 

"Unfortunately, the LastPass employee never upgraded their software to activate the 
patch," Plex said in a statement. "For reference, the version that addressed this exploit 
was roughly 75 versions ago." 

https://nvd.nist.gov/vuln/detail/CVE-2020-5741
https://forums.plex.tv/t/security-regarding-cve-2020-5741/586819
https://www.tenable.com/security/research/tra-2020-32
https://forums.plex.tv/t/plex-media-server/30447/339#:~:text=Plex%20Media%20Server%201.19.3.2764%20is%20now%20available%20to%20everyone
https://thehackernews.com/new-images/img/b/R29vZ2xl/AVvXsEhigc5sarKR48qOgBDgZCH-AhqRBZREjbqL6Mn3OPfVOlnaNg_LjYLT0LJTZUre2n5x8-Mlh6vdx8ygi7RWdlcNYAABFBBieNJ2ZW068wGSL8Hctb_qTz37Wh83xZc_epC73Q3PUpAPikEnWzFb2DOHcIOm8GEPtbmPBEnUaNo4WJ5SI7wem5ruyoiT/s728-e365/plex.png


Crypto investment scammers are targeting 
your community groups 

Cristina Miranda 

Consumer Education Specialist, FTC 

March 8, 2023 

 

 

Crypto investment talk is everywhere — even in your local community groups in real life or 

online. But scammers join these groups, too. Their mission? Gain the group’s trust…and then 

exploit relationships and trick you into crypto investment scams. But how do you spot and avoid 

these scammers? 

Scammers use common bonds to build trust. They might speak the same language as you, claim 

to be the same age, or pretend to share things in common like your religion, ethnicity, hobbies, or 

profession. Why? Because when they then offer crypto investment advice or help, they think 

you’ll be more likely to listen. Once they start chatting with you, before long, they’ll ask you for 

money to invest in crypto, make up a reason you need to send a payment in crypto, or both. But 

if you give it to them, the money or crypto will be gone. 

The bottom line? Crypto investing comes with lots of risks, including scams. To spot the scams: 

• Don’t believe promises that you’ll make money, get a big payout, or earn 

guaranteed returns. Those are signs of a scam. No one can guarantee crypto investment 

riches. 

https://consumer.ftc.gov/cryptocurrency
https://consumer.ftc.gov/scams
https://consumer.ftc.gov/scams
https://consumer.ftc.gov/sites/default/files/consumer_ftc_gov/images/investment_scams_1200x630_v2-02.png


• Ask online group moderators to remove people pushing crypto. Or, if you’re a group 

moderator, remove anyone offering advice or “help” with crypto investing to prevent 

scams. 

• Research before you invest. Scammers are exploiting what people don’t know about 

crypto. It pays to search online for the company or currency name with the words 

“review,” “scam,” or “complaint.” Find out how it works and where your money is going. 

If you need help making investment decisions while avoiding fraud, visit Investor.gov. 

And remember, anyone who tells you to pay by cryptocurrency, wire transfer, or gift card is a 

scammer. If you pay, there’s usually no way to get your money back. 

Read more at ftc.gov/cryptocurrency. Need to report a cryptocurrency scam? 

Visit Reportfraud.ftc.gov. 
 

http://www.investor.gov/
https://consumer.ftc.gov/cryptocurrency
https://consumer.ftc.gov/articles/you-wire-money
https://consumer.ftc.gov/giftcards
https://www.consumer.ftc.gov/articles/what-know-about-cryptocurrency
http://www.reportfraud.ftc.gov/
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